
DOL GRANTEE
CYBERSECURITY TIPS

Cyberattacks have increased rapidly as people try to access data, functions, and  
other restricted areas of the system without authorization, potentially with  
malicious intent.

Here are a few tips to protect your grant information, please share it  
with your organization’s staff.

 �   Exercise diligence when reviewing requests for information, access,  
or action on your part, particularly when the request is regarding a 
financial matter.

 �  Review emails and avoid clicking on links unless the source of  
the email is authenticated.

 �  Do not provide your user id or password via email or phone 
call as these credentials may be used to gain unauthorized 
access to agency network and systems.

 �  Do not share your user id and password with any 
other individual.

If your organization has an account to receive a 
grant award:

 �  Check your Payment Management System (PMS) 
payment account regularly to ensure account 
information and balances are accurate.

 �  Ensure that the list of staff who have access to 
your account is current and contact the PMS 
Helpdesk to deactivate access for individuals  
that no longer work for your organization.

 �  Immediately report suspicious or 
unauthorized activity to a local Director 
of Veterans’ Employment and Training 
using the grant number and other award 
information as reference.

February 2024




Accessibility Report



		Filename: 

		DOL2656 - DOL IT One Pager_508c_020124.pdf






		Report created by: 

		DCG Communications


		Organization: 

		





 [Personal and organization information from the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.



		Needs manual check: 2


		Passed manually: 0


		Failed manually: 0


		Skipped: 1


		Passed: 29


		Failed: 0





Detailed Report



		Document




		Rule Name		Status		Description


		Accessibility permission flag		Passed		Accessibility permission flag must be set


		Image-only PDF		Passed		Document is not image-only PDF


		Tagged PDF		Passed		Document is tagged PDF


		Logical Reading Order		Needs manual check		Document structure provides a logical reading order


		Primary language		Passed		Text language is specified


		Title		Passed		Document title is showing in title bar


		Bookmarks		Passed		Bookmarks are present in large documents


		Color contrast		Needs manual check		Document has appropriate color contrast


		Page Content




		Rule Name		Status		Description


		Tagged content		Passed		All page content is tagged


		Tagged annotations		Passed		All annotations are tagged


		Tab order		Passed		Tab order is consistent with structure order


		Character encoding		Passed		Reliable character encoding is provided


		Tagged multimedia		Passed		All multimedia objects are tagged


		Screen flicker		Passed		Page will not cause screen flicker


		Scripts		Passed		No inaccessible scripts


		Timed responses		Passed		Page does not require timed responses


		Navigation links		Passed		Navigation links are not repetitive


		Forms




		Rule Name		Status		Description


		Tagged form fields		Passed		All form fields are tagged


		Field descriptions		Passed		All form fields have description


		Alternate Text




		Rule Name		Status		Description


		Figures alternate text		Passed		Figures require alternate text


		Nested alternate text		Passed		Alternate text that will never be read


		Associated with content		Passed		Alternate text must be associated with some content


		Hides annotation		Passed		Alternate text should not hide annotation


		Other elements alternate text		Passed		Other elements that require alternate text


		Tables




		Rule Name		Status		Description


		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot


		TH and TD		Passed		TH and TD must be children of TR


		Headers		Passed		Tables should have headers


		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column


		Summary		Skipped		Tables must have a summary


		Lists




		Rule Name		Status		Description


		List items		Passed		LI must be a child of L


		Lbl and LBody		Passed		Lbl and LBody must be children of LI


		Headings




		Rule Name		Status		Description


		Appropriate nesting		Passed		Appropriate nesting







Back to Top


